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The Goal

The goal of this document is to provide an overview of the basic concepts of Pcounter Embedded for Hewlett
Packard. The document presents step-by-step instructions for installing and configuring Pcounter for HP for use
with your Hewlett Packard MFP.

Common Challenges

1) Determine the Pcounter for HP configuration that best suits the needs of your environment.

2) Install the Pcounter Libraries and set Pcounter policy on the Hewlett Packard MFP.

3) Successfully install and enable a network card reader for swipe card or proximity card authentication at the
MFP

How to use this guide

This guide walks you through the setup of Pcounter for HP to track all the functions of a Hewlett Packard MFP
(including printing, copying, scanning, and faxing); and, optionally, to enable secure authentication for users at
the MFP.

The guide should be used in combination with the model-specific document that contains all of the model
specific screenshots of both the front panel Ul and Web UI.

Planning

What is Pcounter for HP?

Pcounter for HP is software that interfaces directly with the embedded operating system of the Hewlett Packard
MFP, in partnership with the standard Pcounter application. It can provide a point of access control
(Authentication), the ability to log job based data for copy, scan, and fax (page tracking), and the ability to assign
page quotas or currency balances to users, debiting them for individual jobs (Accounting). (The standard
Pcounter application is used to perform these functions for print job tracking.) All job activity for tracked MFPs is
logged and accessible for report generation.

Authentication

The software provides a point of authentication to gain access to all of the resources of the Hewlett Packard
MFP. For print jobs, users may authenticate at their workstations through the basic Pcounter software and send
print jobs through to the MFP for direct pickup, or print jobs may be held in the queue for walk-up
authentication and print release at the MFP.

For copy, scan, and outbound fax jobs, the MFP can be locked down until users walk up and authenticate in
front of the machine. Users are prompted to authenticate by entering user account/password credentials
and/or a client code or numerical ID.
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System Requirements
Pcounter for HP is supported on the following Hewlett Packard MFPs:

INSTRUCTIONS: All products that display to the right of the group number belong to that group.

GROUP SUPPORTED PRODUCTS

10 LaserJet 9050 MFP LaserJet 9040 MFP LaserJet 9500MFP LaserJet 4345 MFP

Digital Sender 9200c | Color Laserlet 4730
MFP

20 LaserJet M5035 MFP | LaserJet M3035 MFP | LaserJet M4345 MFP Digital Sender 9250c
Color Laserlet LaserJet M9050 MFP | LaserJet M9040 MFP LaserJet M4349 MFP
CM4730 MFP
LaserJet M3059 MFP | LaserJet M5039 MFP | LaserJet M9059 MFP

30 Color Laserlet Color Laserlet Color LaserJet CM6049
CM6030 MFP CM6040 MFP MFP

40 Color LaserlJet
CM3530 MFP

The Pcounter for HP server software can be installed on Windows 2000 Server or any later Windows “business”
operating system. (Windows “"Home” products that lack domain support are not recommended.) To configure
options for the MFP, Internet Explorer version 7.0 or higher is required.

The standard Pcounter software (version 2.55 or later) must be installed server and ready to use on the
Windows print server before installing and configuring the Pcounter for HP embedded management software
on the server.

For more detailed information about Pcounter installation and administration please refer to the Pcounter
Setup Guide and the Pcounter Documentation PDFs. These are installed with the standard product in the
Pcounter for Windows program group on the print server.

Pcounter for Windows can be downloaded from http://www.pcounter.com. The Pcounter for HP Embedded
software is available in the download area of http://www.pcounter.com/pro.

Implementation
There are six main steps to complete the Pcounter for HP installation.

1) Prepare the Pcounter Print Server

2) Install and configure Pcounter for print job tracking

3) Install Pcounter for HP on the Pcounter print server.

4) Install and start the Pcounter for HP gateway service

5) Configure Pcounter for HP for Print, Copy, Scan, and Fax Tracking.

6) Configure the MFP by uploading Java packages to it from the server.

Detailed installation and configuration instructions begin on the next page.
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Setup begin here

1) Prepare the Pcounter Print Server
It is recommended that the Print Server be set up to run under a Windows Server operating system. The

individual MFPs that will be tracked by Pcounter should be installed as local printer objects in the standard way
and shared for access by workstation users.

2)

Install and configure Pcounter for print job tracking

After Pcounter is installed and registered, the Hewlett Packard MFPs that you wish to track should be migrated
into Pcounter on the print server. (For details, refer to the Pcounter for Windows Setup Guide, installed on the
Pcounter Server in the Pcounter for Windows Program Group.)

Printer Setup

After your printer(s) have been migrated into Pcounter you must decide:
e Whether users will have account balances debited for print, copy, scan and fax jobs, or whether the jobs
will simply be tracked and logged.
o Whether print jobs will be held at the MFP for walk-up release or whether users will be able to print and
release jobs simply by authenticating at their workstations.

After your MFPs are migrated into Pcounter, open Pcontrol, locate your print server in the Network View and
expand the view to show the installed devices. Right-click on the first MFP and choose Pcounter—>Configuration.

Settings Tab

&, pcounter configuration: Kyocera TASKalfa 250ci KX

o] SElliﬂQSI @ Piices| ® Rules|

Accounking: ILIser account balances and Log File j

® Other settings

Action if below low balance limit: |

Banner (Separator) template: ounk balances and Log File

oy ™ allow use of free quota
orly

[~ Divide duplex page counts in half

Pause all jobs: ISuper Pause

= Yorkstation popup, ‘Webclient, Print job release

¥ Enable popup, print release, ste, (Jobs are paused)

W Count jobs in advance For display

I™ Keep job paused after popup

LI m D\S.T%Z print notification

= Incliftte banner inpagecount
¥ &llow unknown users Lo print
™ Delete duplicate jobs

[~ Delete unknown job bypes

(Do not use this Feature with
GDI ot host-based drivers.)

I skip popupipause if job is nat color
Skip popup/pause on jobs less Ehan | 0 33 pages
Skip popup/pause on jobs [ess than | 0 33 copies

Edit information message

2l

akK I Cancel Help
Prices Tab

Ol Seftings @ Prwm| ® Fules|

llow Size | Elack price | Color price

IV a0
I¥ a1
I az
v a3
v a4
I a5
W 11x17 [o.00
¥ anstc fo.00
¥ anstp | o.o0
¥ anste [0.00
v archa [o.00
¥ archb  [0.00

0.15
o.1s
0.15
01s
o.1s
01s
0.15
0.15
01s
o1
.15

NMRERRARERES
RARARRARARRR!

0.15

Al Size | Blark price | Color price

Plotter area accounting

Fache  [oo0 005 [orsatled [~ |
W acho o0 [0S Price: [ 0.00

W ache [0 [0S Default width: [0 inches

M B4 0.00 015 Feature multiplisrs

W~ &5 [ooo [055 Color: [ 0.00

W s 0.00 015 Duplex: | 0.50

W comm 10 | 0.00 015
T 8.00 0is Defaul Size: [Letter -]
¥ Executive W lF Check all sizes

¥ Letter 0,00 0,15 mes

W ilesd oo [o1s

Set all prices

Enable colordtﬂ)&ct\on

W monarch [ 0.00 [o1s

o]

Cacel | Help

a)
b)

c)

f)

If print jobs will be tracked without debiting users,
set Accounting to Log file only.

If users will be debited for print jobs, set
Accounting to User account balances and Log file.
Place a checkmark next to Enable popup, print
release, etc. This will also automatically place a
checkmark next to Count jobs in advance for
display and ensures that print jobs are held in the
gueue until a user authenticates at a workstation
or at the MFP panel.

Go to the Prices tab.

If you wish Pcounter to track color jobs separately
from black and white jobs on a color printer, click
on Enable color detection.

Click on Set all prices. Set the Black price and the
Color price (if color detection has been enabled),
and click OK.

Click OK to accept changes. **A warning will be
presented asking you to restart the Printer Control
service. Simply answer Yes.
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3) Install Pcounter for HP (Windows and Netware Instructions)

Windows

Make sure you are logged on as Administrator or equivalent on the Pcounter print server.

a)

Setup.exe
b) Click Next and click Yes to accept the license agreement.
c)
d)

e)

Review Current Settings and click Next to begin copying files.
After Setup has completed, launch the Pcounter for HP application.

Download the Pcounter for HP Setup package from http://www.pcounter.com/pro. Extract and run

Accept the default installation directory or click Browse to choose another location.

# Global settings

Peounter accounting/network type: - Configure I
Language: |English <

SNMP w2 GET communiky string: lpubl\c—
SMNMP w2 SET canmunity skring: lprivata—
SHMP 3 authentication password: l—
SMME w3 privacy, password: l—
Priveradminios [

Printer admin gassword:

Login header text: | Welcome o Peodnier

Inkra screen text: I Click OF to select a task and log in (This screen is custami

Force [agout et |
[~ Allow registration of unknown cards
™ Mask ID numbers
™ allow lagin From on-screen keyhoard

{Can b disabled i using a card reader)

Title text: I Print job release

Description; I Print job release {enter client code prior ko MFP release)

Title test: I Select client code

Description: I Select client code before making a copy

X

f) The Global Settings tab should
open. If you are running under
Windows, choose Windows in
the Pcounter

accounting/network type field.

|v Display user account balance

IV Display job page count

IV Display job cost

¥ Display job submission time

™ Apply client codes to released print jobs

Note: The header and
description text for the Login,
Print Job Release, and Client
Code options that will appear
on the MFP are customizable.
The text you enter in these
fields will appear in the icon
prompts that are displayed on

I™ only display client code search results

™ Automatically login again with new code

o ] | the MFP screen.

Cancel | Lpply

If you will be requiring users to enter client codes at the MFP for print jobs or for copy jobs, you may wish to

indicate that fact in these descriptions—to ensure that users enter a client code at the MFP before they choose

the Copy or Print task.

Windows Accounting Configuration
(2]

. Pcounter accounting configuration

@ Configue I O Advanced setlingsl

DLL version: 09.30,2010

Windows services using this DLL should be running
on the Pcounter data server,

Login name: I

Password: I

I~ Use Movell eBirectary. authentication R
10 number attribute: I Test I

PIN number attribute: I

Begin directory searches at:

| L8P {DC=RNDTECHSF, DC=com <«

| €l
™ Check database if directory lookup Fails

aK I Cancel | Help I

On the Pcounter accounting configuration screen, enter the
name of the Pcounter data server, or browse for it using the
arrow button to the right of the Data Server name field.

a)

b) Remote print server credentials are only required if Pcounter
for HP will be managing print queues on servers other than the
one that hosts the Hewlett Packard Gateway. If print server
credentials are implemented, the specified user account must
have Backup Operator privileges for all remote print queues

that will be managed.)

Click OK to close the Pcounter accounting configuration screen.
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Netware

To run Pcounter for HP with a Netware server you must load the software on a Windows Machine with the
Novell Client installed and NDPS support enabled in the client. Make sure you are logged in as Admin or
equivalent and do the following steps.

Create the Pcounter for HP gateway user account.

This account will be used by the Pcounter for HP gateway to authenticate all users to the system and track
usage on your MFPs. In NWAdmin or Console One, create a user object that has the following rights to the
NDS Tree, and File System.

e Read/Write Inheritable permissions to the contexts where all your user objects are.
e Read/Write/Erase/Create/Modify/Files scan permissions to Sys:Public on each server that host NDPS
e Read/Write permissions to the SYS:SYSTEM\PCOUNTER folder.

After the Pcounter for HP gateway user account is created and assigned rights you can configure
thePcounter accounting/network type for Netware.

Choose Netware as the accounting type and click the Configure button.

Netware accounting configuration

2| a) Default server is the server where the NDPS

@ Corfigue | O Advanced setings | manger is being hosted. If you are using a
cluster you would want to reference the Virtual
cluster name.

DLL wersion: 05.11.2010

Default server:
| rwwves

b) Account balance schema keyword: This setting
should be set to (Standard NetWare) unless
Pcounter has been previously configured to use
a custom schema extension to store user
account balances. If account balances are not
being used, then this setting can be ignored.
Press the button next to this field to grant

st e T s liesay) attribute rights to the gateway service user

| Test account, so that account balances can be

Attribute For PIN numbers in direckory:

| modified.

Account balance schema keyword:
I(Standard MetWare)

Simple username search context:
I [Root]

Service login name:
I Prountciy, sf

Password:

L4
e ke it &

B e s e Py Peors c) Simple username search context: When

et other permissions usernames are recorded with a simple
username instead of a fully qualified NDS name
(ie. "john" instead of "john.users.org"),
Pcounter can search the tree for the first match
to the simple username.

Ok I Cancel | Help |

Searches can be specified to start from a specific container in order to reduce search time and overhead.

d) Service login name: select the NDS Pcounter for HP gateway user created by using the arrow on the right
side of the field to browse the context for this user.

e) Password: enter the password that was set for this user.

Click OK to complete the Pcounter accounting configuration. (No reboot is required.)
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Configuring Other Global Settings

. Global settings

» Prit job relsese

Peounter accounting/network bype: m Configure I Title text: IPrmt job release

Language: [Englsh =] Descriptian: [ Print job release (erter clent code prior to MFP release)

SNMP w2 GET community string: Ipub\ic

SMNMP w2 SET cammunity string: I private

SHMP 3 authentication pessword |

SMMP w3 privacy password: I

Printer sdmin 10; I

Prinker admin password: I

W Display user account balance
¥ Display job page count

¥ Display job cost

¥ Display job submission kime

™ Apply client codes o released print jobs

Login header kext: I Welcome to Prounter Title kext: ISeIect client code
Intro screen kext: I Click O to select a task and log in (This screen is custormi Description: ISE|EEt client code before making a copy
Farce [ogout kexk: I I™ Only display dient code search resulks

™ Allow registration of unknown cards

™ Mask ID numbers

I™ allow lagin From on-screen keyboard
(Can be disabled i using a card readet)

™| automatically lagin again with new code

0K I Cancel | Apply

1.The SNMP section on the Global Settings tab permits you to add custom SNMP v. 2 community strings.

2.The General section of the Global Settings screen permits you to choose a default language for Pcounter for
HP and customize the text that will appear on headers in the MFP panel display.

3.The Applications section also contains a series of checkboxes to further customize Pcounter for HP

performance:

o Allow registration of unknown cards [Login]

e Display user account balance [Print]
e Display job page count [Print]

e Display job cost [Print]

e Display job submission time [Print]

e Apply client codes to released print jobs [Print] If this option is checkmarked, client codes selected

at the MFP panel will be applied to relea

sed print jobs.

e Only display client code search results [Client Code]. For security purposes or to speed up
performance, the display of client codes can be limited to the results of specific searches.

e Allow registration of unknown cards
e Mask ID Numbers
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4) Install the Pcounter for HP Gateway service

Choose the Gateway service option on the main menu of Pcounter for HP. On the HP service configuration
screen specify an unused port for HTTP communication with the MFP and a default Card Server port. (The
defaults to use are Port 9190 and Port 9192 for the cardserver.) Click the Install button to install the
Hewlett Packard Gateway service.

. Pcounter for HP service configuration EHE

» Current 2010.12.01

HTTP port: |9190 Test availability
HTTRS part: |9191 Test availability

Card server port: I 9192| Tesk availability
{0 to disable)

The Pcounter for HP Gateway service is not installed,

Install % Update | Stop

Wiew status o
Delete stabus log

Test suthentication

QK I Cancel | Apply |

After the service has been installed, click the Start button, then click OK to close the Service Configuration
screen.
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5) Configure Pcounter for HP

Adding an administrative account for the MFP

1.

Choose Server-»MFP security from the pulldown menu. In the Administrators window, enter the name of a
valid ADS, Netware, or Pcounter user account, then click the Add button.

Adding a Printer

1.

3.

In Pcounter for HP, choose Printer-»Add Printer to list from the Toolbar menu. Enter the IP address for the
Hewlett Packard MFP and click OK.

@ Pcounter for HP Configuration =] E3
Server ~ 5.4 Global settings (@ Gateway service % Printet = 2 Help -
IP Address I Associated print queue | Profile | Device bype

. Printer IP address

Device hostname or IP address: I 192,168.2.30]

OKIE I Cancel | Import |

1 | i

Right-click on the MFP you just added and choose Device Configuration from the popup menu.

.Pcounter for HP Configuration =1 E3

Server v (4 Global settings {8} Gateway service % Printer ~ 2 Help =

IP Address | associated print queue | Profile I D Add printer to list |

& 192,168.2,30 {Defaulty H  Remove printer from list
Change IP Address

ol configuration
Edit configuration profile
Assaciate Metwork card

Propetties
‘web configuration

On the first Device Configuration tab (showing the MFP’s IP address), click the arrow next to Associate with
Print Queue, choose the print queue for this device and click OK.

. Device configuration: 192.168.2.30

& 192168230 | O Access permissions I @ Authertication configurationl
& Select printer I E3

&b Print queues |

= Microsoft Windows Metwark €« |

- f ANDTECHSF

= \0ESHP Eelec: |
- YPCDEMO .
- et | _ et |

& KyoceraC

& SHARF DX-C311 POLE
- SHARP DX-C311 PS _;l « |
- webprint
[ Herox
- WSETH? =
- [ WTWINPESKS

- VIVALENCIA
[l gy LENMYZ003

[+ gy PCOUNTERSF
[+l gl WORKGROUP

Assc

| WPCDEMOVHPCoIL)

lancel | Help |
L2V
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4. A Device Profile must be associated with this MFP to specify whether user accounts will be debited and to
assign prices to copy/scan/fax jobs. Click the Select button on the first tab of the Device Configuration
window. Highlight an existing Device Profile in the Printer configuration profiles list and click Edit. (Or click
Add to create a new profile.)

. Device configuration: 192.168.2.30

& 192168230 I O Access permissions | @ Authentication corfiguration |

& Profiles |
o - = |
Detect |
Bl Select | Edit |
add |
& e
REmove | _I
Edit }\l ﬂ
Cancal | J Cancel | Help |

Settings Tab

.Printer configuration profile: {Default)

O Setings | @ pris: | a) If copy jobs, scans, and faxes will be
tracked without debiting users, set
Accounting to Log file only.

b) If users will be debited for copy
jobs, scans, and faxes, set
Accounting to User account
balances and Log File. (This setting

Accountin

Action iF belaw low balancs fmits [/1oo "800 o balances and Log File

I~ allows free quata to be used as credit

™ Divide duplex page counts in half

¥ | &llows secute release of held jobs From assoiated print gueus |S a ISO refe rl‘ed to as Str|ct
I Only show print jobs that have been processed by PPopup ACCOU nt| ng)
I™ | Ignore retrieved print job records (Feounter is tracking this printer) C) C||Ck on the Prlces ta b tO Set p rICES

for copy/scan/fax jobs.

ok I Cancel

Additional Settings Tab Options

B Allow free quota to be used as credit: checkmark this option to allow free quotas assigned in
Pcounter Administrator to be debited before debiting a user’s regular account balance.

B Divide duplex page counts in half: checkmark this option to have Pcounter divide the reported
page count in half for submitted duplex print jobs.

B Only show print jobs that have been processed by PPopup: checkmark this option to display only
print jobs that have been processed by Popup on the Hewlett Packard panel.
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Prices Tab

. Printer configuration profile: (Default)

a) Onthe Prices tab, click on Set all prices.
Set the Black price and the Color price
(if color detection has been enabled),
and click OK.

) Settings @ Pricesl

[ZES Price for all paper sizes

Elack price For all paper sizes: | 0.10 I
Color price: | 0,25 I

m Cancel

ter area accounting

Frice: IU.DD

: I_ Price multipliers
a5 [0.05 1o o [T i

wor o5 [o0  cmmnfom o1 e F—
ansic [o0s  Joao ofoos  [oa
ansio [005 010 Exective [005 00 A S
AT E W IDID— - W IT Default paper size: ILetter vl
frch & W IF el W IW Fax cost: ID.DD per IPage 'I
firch B IW IF Manarch IF IW Scan cost: IU-UU per IF‘BQE 'l

L«

Set all prices

oK | Cancel

Configure prices: ICopy prices

Login/Authentication Configuration

On the main Device Configuration screen, click on the Authentication configuration tab
Authentication con figuration Tab.

. Device configuration: 192.168.2.37

a) Under Authentication fields, select the

&b 192168237 | & Access permizzions & Authentication CUﬂfiQUlﬂliUﬂl ;
method for users to authenticate at the MFP

» Authenticati

panel.
Authertication fiks: = b) The status header at the MFP can be
Skatus text display: |User name + Account balance j conflgured todlsplay a user name’ user name
A and account balance, or a selected client

code, select this option next to Status text

I automatically release jobs ak ngin (Disabled if strick account halances are enforced)

I~ allovs jobs ko be kept For reprint dISp/CIy

» Client code options

¥ validate entries in database

I rfees i modls msariar Descriptions of each authentication option are
™| sk For subcade pro\”ded beIOW.

ok I Cancel Help |

Authentication Fields

B Network name: prompts for entry of a valid ADS, LDAP, or Pcounter User username

ID number: prompts for entry of a valid numerical ID associated with a user account

Client code: prompts for entry of a client code (see Client code options, below)

Network name/Password: prompts for entry of a valid ADS, LDAP, or Pcounter User username and password
Network name/Client code: : prompts for entry of a valid ADS, LDAP, or Pcounter User username and a client code
ID number/PIN number: prompts for entry of a valid numerical ID and PIN associated with a user account

ID number/Client code: prompts for entry of a valid numerical ID associated with a user account and a client code

Network name/Password/Client code: prompts for entry of a valid ADS, LDAP, or Pcounter User username and
password, plus a Client code

ID number/PIN number/Client code: prompts for entry of a valid numerical ID and PIN associated with a user account,
plus a Client code.
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Logging in with either a Network Name or UserID through a Network Card Reader

With an appropriate authentication type selected (Network Name, Network name/Password, Network
name/Client code, Network name/Password/Client code, ID number, or ID number/Client code), users may
authenticate at the Hewlett Packard MFP either by entering credentials into the login box or by presenting a
card in a network card reader. For authentication through a card reader, numerical IDs must be associated with
user accounts—either in Pcounter Administrator or through a designated schema field in Active Directory or
Netware.

With a card reader installed, presenting a card will automatically enter the associated username into the

appropriate login field on the MFP. Pcounter for HP can also be configured to associate the ID number on an
unknown card with a specific user account and password the first time the card is presented.

If client code entry is required, the client code should be entered before authenticating with the card.
Note: For instructions on installing a network card reader, see the Appendix section of this document.

Print job options

B Automatically release jobs at login: releases pending print jobs for a user when login is authenticated.
Note that this option will not work when Strict Accounting (User Account Balances and Logfile) is
enabled in the Printer Profile settings.

B Allow jobs to be kept for reprint: after initial printing, jobs will remain in the queue to be reprinted.

Client code options

B Validate entries in database: limits Client code and subcode entry to items set up by Admin in Pcounter
Administrator.

B Enforce Client code associations: Only allow Client codes to be entered by those users for whom the
administrator has assigned the codes

B Ask for subcode:Request that subcode (matter number) be entered along with Client Code at login.
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6) Configure the MFP

Internet Explorer version 7 or 8 is required in order to install the appropriate HP libraries and Pcounter
Embedded package files on your HP MFP. (IE v.6 and/or other web browsers are not supported for this
operation.)

Load Appropriate HP Library Packages

1. Select and right-click the HP MFP in the main window of the Pcounter for HP Configuration program.
Choose Device Configuration from the popup menu and, on the Device Configuration screen, click the
Package Loader tab.

21

&b 192168237 I ) Access permissions I @ Authentication configuration ' Package |05d3f|

» Package loader
Itis necessary to install the required jar files on the MFF in order to enable Pcounter services,

First, open the package loader page in the web browser, and then for each jar URL:
Copy the jar URL to the dipboard.
Paste into the Package URL form in the browser.
Press the [Load Package Mow] button to upload the jar file to m%MFP.

The Pcounter for HP service must be running to enable this function.

& Open package loader page on MFP

& Copy "hp.laseriet. security. services” jar URL to dipboard
& Copy "hp.laseriet. security. agent” jar URL to dipboard
% Copy "Chai GUI" jar URL to dipboard

& Copy "peounter” jar URL to dipboard

ok | cancd | i |

2. After clicking the Package Loader page link, Internet Explorer v. 7 or 8 should open to the following
configuration page on your MFP: http:/printer ip address/hp/device/this.loader.

You may be prompted to enter an administrative username and password, after which you should see
the following screen in the browser window:

/= Package Loader - Windows Internet Explorer o [=] 53

€] http://192.168.2.37/hp/d = | Bl #2 || x| |8 Lve search R~
I 7| |

7 Favarites ‘ 7% [ suggested Sites ~ @ Wieb Slice Gallery ~

BE’l'l = EHpcal... | Srada... |@Pam x | »l |f’} v B - [ o= + Page~ Safety~ Toos~ i@~

Package L.oader

Install New Package
[}

Enter Package URL: |
(Example: http7//myhost-80/repository/myPackage jar)

Load Package Now | CLEAR |

Enter Package File: | Browse

Load Package Now | CLEAR |

=

[ [ [ [ [ | miemet]Protected Mode: on [Fa - [®wo% =
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3. The four package links shown on the Package Loader tab in the Pcounter for HP Configuration program
must be sequentially copied and uploaded to the MFP from the Enter Package URL field on the MFP
Package Loader page.

Click the URL link for HP Laserjet Security Service in the Pcounter for HP window and copy it to the Enter
Package URL field on the MFP Package Loader page. Then click the Load Package Now button.

Package Loader

Install New Package

Enter Package URL: Ihttp:.f.f1 92.168.2.227:9190/hp_laserjet_securitysenices ja]
(Example: hitp//myhost:80/repository/myPackage.jar)

Load Package Netw__ | | CLEAR |

You should see a status message reporting that the package has been loaded successfully:

-

Package Loader

Package http://192.168.2.227:9190/hp_laserjet_securityservices.jar has been loaded successfully

Loader Home

If the package has been loaded successfully, click the Loader Home link to return to the Package Loader
page in the MFP web configuration settings.

Note: If the Java package does not load correctly, then you will see an error message in the browser
window. The most common causes of error are a) selection of an incorrect package file or b) attempting

the install with an unsupported web browser.

Do not proceed further with the installation until the Security Services library is successfully loaded.
After successful installation of the HP Security Services, the Install New Package page should now
display a Reloadable Packages section. The Security Services library should be visible under Reloadable
Packages, with package name: hp.laserjet.security.services and package URN:
urn:hp:laserjet:security:services.

Enter Package UEL: |
(Exatnple: http Hmyhost:80/repositors/myPackage. jat)

Load Package Now | CLEAR |

Enter Package File: | Browse..

Load Package Now | CLEAR |

Reloadable Packages

| Package Name ‘ Package URY |Selact

|hp.laser_‘at. secutity. services ‘um hplaserjetsecurity services | r

Remove Selected Packages CLEAR |
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4. Onthe Package loader tab in the Pcounter for HP Configuration program, click the URL for the (second)
HP Laserjet Security Agent package. Paste the link into the Enter Package URL field in the MFP Package
Loader page and click the Load Package Now button.

Install New Package

Enter Package URL: |http:.|’.f1 92 168.2.227-9190/hp_laserjet_securityagent jar
(Example: hitp://myhost:80/repository/myPackage jar)

[ Load Package Now | |CLEAR |

You should, again, see a status message reporting that the second HP package has been loaded
successfully:

Package http://192.168.2.227:9190/hp_laserjet_securityvagent.jar has been loaded successfully

LoaderHome

If the package has been loaded successfully, click the Loader Home button to return to the Package
Loader page.

Note: If the Java package does not load correctly, then you will get an error message. This is usually
caused by selecting an incorrect package file or using an unsupported web browser.

Do not proceed further with the installation until the Security Agent library is loaded

The Reloadable Packages section at the bottom of the Install New Package webpage should now show
the Security Agent library (with the package name hp.laserjet.security.agent and package URN
urn:hp:laserjet:security:agent) as well as the hp.laserjet.securityservices package.

5. Copy the URL for the third (HP_laserjet cgui) package to the Enter Package URL field in the MFP
Package Loader page and click the Load Package Now button

Package Loader

Install New Package

Enter Package URL: |http:v‘l’1 92.168.2.227:9190/hp_laserjet_cgui jar
(Example: hitp/myhost-80/repository/myPackage jar)

| Load Package Now I! CLEAR |

Verify that the CGUI package has been loaded successfully. Again, click the Loader Home link on the
status message page to return to the MFP Package Loader page.

Package Loader

Package http://192.168.2.227:9190/hp_laserjet_cgui.jar has been loaded successfully

Loader Home
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If the file does not load correctly you will get an error message. This is usually caused by selecting an
incorrect package file or using an unsupported web browser.

Do not proceed further with the installation until the CGUI library is loaded.

6. Copy the URL for the fourth (Pounter) package to the Enter Package URL field in the MFP Package
Loader page and click the Load Package Now button.

Package Loader

Install New Package

Enter Package URL: Ihttp:i‘MSZ, 168.2.227:9190/pcounter_jar
(Example: http://myhost:80/repository/myPackage jar)

Load Package Now | CLEAR |

Verify that the Pcounter jar package has been loaded successfully.If the package has been loaded
successfully, click the Loader Home link on the status message page to return to the MFP Package
Loader page.

Package Loader

Package http://192.168.2.227:9190/pcounter.jar has been loaded successfully

Loader Home

If the file does not load correctly you will get an error message. This is usually caused by selecting an
incorrect package file or using an unsupported web browser. Do not proceed further with the installation
until the Login package is loaded

7. Atthe bottom of the MFP Package Loader page, you should see a section called Reloadable Packages
which reports a summary of the status of packages uploaded to the MFP.

The Reloadable Packages section at the bottom of the the Install New Package webpage should now
show the Pcounter login module as a clickable link with the package URN: urn:hp-laserjet-
chaisdk:pcounter. The Chai GUI library should have the package URN: urn:hp:laserjet:cgui; the
hp.laserjet.security.agent package should show the package URN: urn:hp:laserjet:security:agent; and
the hp.laserjet.securityservices package should show the package URN:
urn:hp:laserjet:security:services.

Reloadable Packages

‘ Package Name ‘ Package URN |Select
‘hp.laserjet.secm"it}’.agmt ‘umjrp:laserj etsecurity:agent |

‘hp.laserjet.secm"it}’.sm’ices ‘mﬂjrp:lasa’jet:secm‘it}’:sm’ices |

‘Pmunter ‘mﬁjrp—laserjet—chajsdkpmunter | -
Chai GUT lurnhplaserjetcgui |
Remove Selected Packages CLEAR |

Pcounter for HP | A.N.D. Technologies



To load the Pcounter embedded application do the following:

8. Inthe Reloadable Packages section of the MFP Package Loader screen, click the link for the installed
Pcounter package.

Reloadable Packages

| Package Name | Package URN |Select
|hp.la5@rjet.secmft}'.agmt |mnirpia5ajct:secm*i‘t}';agmt |
|hp_laserjet.secm'i‘t}'_ services |mnirpiaserjet:5&cm*i‘t}':sm’ices |

|Pcc!mter |1Lmirp—laserjet—chai5dk:pc01mter | r
(Chai GUI turnhplaserjetcgui |

a) Click on the application name. This will take you to the Pcounter Login configuration page.
b) Find the section near the top of the page titled "Configure device to use Pcounter for HP"
c) Enter the "IP v4 address" of the computer hosting the Pcounter for HP service gateway.

d) Enter the "Port Number" of the HP service gateway. (The default is 9190.)+

e) Click the "Configure" button.

Shown below is the screen you will see for configuration of the Pcounter Login embedded module.

Pcounter

Configure device to use Pcounter for HP

IP Address: I‘I 92.168.2.227
Port Number: IQ‘I 90

Configure | CLEARl

f) If configuration is successful, the application will connect to the HP service gateway. You will see a
web page status report like the one shown below:

Pcounter

Configured to: 192.168.2.227:9190

The “configured to” IP address and port should be the ones you specified in the Configure device to use
Pcounter for HP section.

NOTE: If you are unable to successfully the four Pcounter modules from the Package URL loader, it is
also possible to load them directly from disk. See the Appendix section of this document for details.
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Configure HP Device Access functions

Once the Pcounter Embedded applications have been installed on the MFP, Device Access functions are
configured through the HP Authentication Manager.

1. Inthe main window of the Pcounter for HP management application, right-click the installed MFP that
you wish to configure and choose Web configuration from the popup menu.

4 Pcounter for HP Configuration

[l Server - g Global settings @ Services = b Printer » 2 Help ~

=10l x|

| Profile | Device type |
(Default) HP Color LaserJet 4730mfp
il - 30 MFP

IP Address | Associated print gueue
&} 192.168.2.30 HP Color LaserJet 4730 mfp
. 192.168.2.37 HP Color LaserJet CM3530 MFP PCL &

Add printer to list
Remove printer from list
Change IP Address

Device configuration
Edit configuration profile
Assocate Network card

Properties
Web configuration

2. You may be prompted to enter an administrative username and password. Once logged in, click the
Settings tab and choose Authentication Manager from the list of options on the left side of the menu.

{= HP Color Laserlet CM3530 MFP Series - Windows Internet Explorer 1ol x|
@;} L4 IE, http:/192.168. 2. 37/hp[device fthis.L CDispatcher?nav=hp. AuthManager j *2|| X Il"" Live Search 2

<> Favorites 88' - | @& HP Color LaserJet CM... % /€ Package Loader | (€ Package Loader | | & o Ll @ ~ Page ~ Safety ~ Tools - @'

5 pcrg -l
ST votarsendna | rox | tenworn

Configure Device < c

Authentication Manager

Tray Sizes/Types

E-mail Server

Alerts Help

AutoSend Set the Device Functions that require users to successfully sign in before use. Each function can require a different Sign In Method

Security

Authentication Manager Home Screen Access Sign In Method

LDAP Authentication

Kerberos Authentication Sign In At Walk Up I None j'

Device PN Device Functions Sign In Method

User PIN

Edit Other Links.
Device Information
Language

Date & Time

Sleep Schedule
Restrict Color
Home Screen Setup
Other Links

hp instant support
Shop for Supplies
Product Support

Copy

Color Copy
Send to E-mail
Send Fax
Send to Folder
Job Storage

Create Stored Job

Digital Sending Service (DSS) Secondary E-
mail

Digital Sending Service (DSS) Workflow

Pcounter Print Job Release

Future Installations

INDHE hd
INDHE hd

Sign In Method

If a new Device Function is installed, users need to successfully log in using this method before access is granted
Newly Installed Functions I Mone - LI
I N ] |@ mnternet | Protected Mode: Off Vv | ®w0% - 4

You may also access this page by logging into the following configuration page on your MFP:
http://ip address/hp/device/this.LCDispatcher?nav=hp.AuthManager
where ip address is the ip address of your MFP.
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3. Set the menu option for Sign In (or Log In) At Walk Up to Pcounter Walk Up Login.
Authentication Manager

Help
Set the Device Functions that reguire users to successfully sign in before use. Each function can reguire a different Sign In Method.

Home Screen Access Sign In Method
Sign In At Walk Up IPcuunterWaIk Up Login ﬂ

. - None
Device Functions Pcounter Policy

Pcounter Walk Up Login
HP Digital Send Service

Copy
Color Copy
Send to E-mail

Send Fax

Send to Folder INnne VI

Note: It is important that the Sign In/Log In at Walk Up option be set to Pcounter Walkup Login.
Without this configuration option, the Pcounter Welcome Screen will not appear at the MFP panel, and
users accessing the MFP functions will never be logged out!

4. For all Device Log In Method settings that you wish to lock down at the MFP, set the Log In Method
menu option to Pcounter Policy Agent. For options at the MFP that you wish to remain open, leave the
Log In Method set to None.

In the example below, Pcounter Print Job Release is set to None; the administrator wishes to track print
jobs through the standard Pcounter application, rather than forcing users to log in at the MFP to release
print jobs. If walk-up print release is desired, the setting for Pcounter Print Job Release would be
switched to Pcounter Policy.

Authentication Manager

Help
Set the Device Functions that require users to successfully sign in before use. Each function can reguire a different Sign In Method.

Home Screen Access Sign In Method

Sign In At Walk Up [Peounter walk Up Login =]
Copy [PcounterPoicy =]
Color Copy [Peounterpoicy =]
Send to E-mail [Peounter Policy =]
Send Fax IW
Send to Folder lh
Job Storage Ih
Create Stored Job [ene =1
Digital Sending Service (DSS) Secondary E-mail [Nene =]
Digital Sending Service (DSS) Workflow [one =1
Pcounter Print Job Release [ione =]

Future Installations

Pcounter Walk Up Login

. o HP Digital Send Service
If a new Device Function iz instaled, users need to =i Group 1 PIN

ethod before access is granted.

e

5. Click "Apply" on the bottom of the page to save the Authorization Manager settings.
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Making Copies, Scans, or Sending Outgoing Faxes

Click OK on the Welcome to Pcounter screen to bring up the login prompt. (This screen can be
customized by choosing Global Settings in the Pcounter for HP Configuration pulldown menu).

Welcome to Pcounter

—) )

Select the function that you wish the MFP to perform by touching the appropriate icon on the next
screen. If you require users to enter a client code for a task, the Client Code button should be selected
first to enter the code. Otherwise, choose an MFP function directly (Copy, Print Job Release, or Fax).

b] HP Color LaserJet CM3530 MFP | Ready m .

. Client Codes B Print Job Release

| Select a client code before making
copies [%

1 Send a document to one or more fax
S numbers
Sign Out ]

Select a Function

Choosing a Client Code

After touching the Client Codes button, the Charge code screen appears to allow you to select a code.

4 )
_
() 100001 Chrysler General
() 100003 Ford General [ e
':é‘ 100005 Firestone General
() 100006 Honda General
-y .
/100026 Vioxx General #
\_ w,
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The two arrow buttons (>> and << ) allow you to navigate through the list of codes. Once you find and
touch the desired code, click the Save button to return to the Task Selection screen.

To search for a specific client code number or description, touch the Search button on the Charge Code
screen. Touch the blank Search field on the next screen, enter the string you wish to search for and then
touch OK.

8
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The Charge Code screen will return with a list of all available codes that contain your search string.
Select the code and touch the Save button to continue

Making a Copy

(Remember that if you are using client codes, the client code should be entered and saved before
logging in to access the Copy function!)

Touch the Copy button on the Select a Function screen. You will be prompted to log into the MFP with
the authentication type that you have selected (Network name, Network name/Password, ID number,
etc.). Touch the appropriate fields on the screen to bring up the alphanumeric keyboard and

authenticate.

Enter username:

Enter password:

(]

Strict Accounting Disabled

If users are not being debited for copy jobs (copier accounting set to Log file only), the Start Copy
screen appears, permitting the user to make copies. This screen can be configured to show a client code
rather than a user name in the header. (See page 12 of this document for details.)

@ Start Copy | lenny
' e[ 1]
Letter D |:| Letter Black Copies:

Color/Black E—- ))
L 110 tsided Black J

Reduce/Enlarge N
k Auto (100%) R Collates J
- Options ~
Paper Selection Image Adjustment
k Auto (Letter) Mormal J
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Strict Accounting Enabled

If users are being debited for copy jobs (copier accounting set to User account balances and Log File)
the Copy function (and/or Scan and Fax if Pcounter Policy is set to control these functions), will be

disabled when the logged in user has insufficient page credit. The Start Copy screen can be
configured to show Username + Account balance in the header. See page 12 of this document for
details.)

Note: The”Client Code” only authentication type is not supported with Strict Accounting enabed.)
Print Job Release

(Remember that if you are using client codes when print jobs are released at the MFP, the client code
should be entered and saved before logging in to access the Print Release function!)

Touch the Print Job Release button on the Select a Function screen. You will be prompted to log into the
MFP with the authentication type you have selected. Touch the appropriate fields on the screen to
bring up the alphanumeric keyboard and authenticate.

Welcome to Pcounter

Enter username:

Enter password:

A list of print jobs submitted by the authenticated user will appear.

r Print job release lenny 5.00 A
[ ]Test Page
. J

Select the job(s) you wish to release and touch the Print button to release them.

Strict Accounting Enabled

Note: If Strict Accounting (User account balances and Log file) is enabled, the automatically-release
print jobs at login option is not available.

To release individual print jobs held in the queue, log into the MFP, as previously described.
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APPENDICES

Associating a Network Card Reader with Pcounter for HP.

Pcounter for HP should work with any serial-to-ethernet card reader. (Card readers from RFldeas have been
tested and are known to work.)

e The card reader software should be configured over the network to point to the IP address of the
Pcounter data server. (Check the documentation for your particular model for details.)

e The IP address of the card reader must be associated with a specific MFP in the Pcounter for HP
configuration program.

a. Right-click the MFP in the main window and choose Associate Network Card from the popup menu.
. Pcounter for HP Configuration |_ O] x|
[ Server » 4 Global settings @ Service & Printer + @ Help -
IP Address | Associated prink queue | Profile | Device tvpe |
&b 192,168,230 HPColL] (Default)  HP Color Laserlet 4730mfp

losrade] [P ey Lezer add printer to lisk w

Remove prinker From list
Change IP Address

Device configuration
Edit configuration profile

Associake Metwork card

Properties

‘eb configuration

b. Enter the IP address assigned to the card reader.
.Assnciate Network card

Enter the IP address of the network card reader, or swipe a card to detect
the IP address. The network card reader should have a static address.

The Gatewsay service must be running in order ko detect the card swipe,

Card IP address: | 192.168.2.22|

oK ! Zancel |
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Package Installation from Direct File Location

As an alternative to downloading HP package files to your MFP through a URL, the HP Package Loader
page permits you to upload them directly to the MFP.

The HP libraries are located in the Lib directory of your Pcounter for HP installation: \Program
Files\Pcounter for HP\HTML\lib.

The libraries are separated into "group" directories based on printer models. The table shown below will
allow you to select the correct library for your printer by matching the library files located in the
appopriate "group" directory with your MFP model.

Group MFP Model
Group 10

Laserlet 9050 MFP
Laserlet 9040 MFP
Laserlet 9500MFP
Laserlet 4345 MFP
Digital Sender 9200c
Color Laserlet 4730 MFP

Group 20

Laserlet M5035 MFP
Laserlet M3035 MFP
Laserlet M4345 MFP
Digital Sender 9250c
Color LaserJet CM4730 MFP
Laserlet M9050 MFP
Laserlet M9040 MFP
Laserlet M4349 MFP
Laserlet M3059 MFP
LaserJet M5039 MFP
LaserJet M9059 MFP

Group 30

Color LaserJet CM6030 MFP
Color LaserJet CM6040 MFP
Color LaserJet CM6049 MFP

Group 40

Color LaserJet CM3530 MFP

Determine the libraries you need to load/install by matching the MFP model to the "Group" directory
name.

If you cannot find your model in the list provided above; it is not supported.

You can only load one library at a time, so, please be careful to remember which "Group" directory you
are loading from.
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To download a library package to the MFP directly, navigate to the \Program Files\Pcounter for
HP\HTML\ 1ib\GroupxX folder for your MFP.

For instance, you can load the HP Security Services library by clicking the Browse button next to Enter
Package File: on the Package Loader page, navigating to the appropriate Library group, opening the
hp_laserjet_securityservices package and then clicking the Load Package Now button.

_' Package Loader - Windows Internet Explorer

{ =12 x]
——
g y |g http://192. 168.2.37/hp/device this.loader j $2)| % Il" Live Search R~
7;\? Favarites 88' '| (€ HP Color LaserJet CM3530 M| (€ Package Loader | (& Package Loader x | | Tﬁﬁ L S| m v Page v Safety ~ Tools~ '@‘
Package Loader
/2 Choose File to Upload x|
e |8 .~ Pcounter for HP ~ himl ~ lb + Group 40 - Search o)
or 43 =)
Organize ~ 3 Views ~ | New Folder '@'
Favarite Links iR 2 IVI L= I'l dype IVI H= I'l
L] || hp_laserjet_securityagent.jar
Bl Desktop
| RecentPlaces
M Computer lge.jar)
FE. Documents
FE Pictures
FB" Music
| Recently Changed
FB Searches
. Public
[ Browse.. |
Folders ~
File name: |hp_laserjet_securtyservices jar j IAI\ Files {*%) ﬂ
Open ‘-g Cancel |
4 (-
Package Loader
Install New Package
Enter Package URL: I

(Example: http:/myhost:80/repository/myPackage jar)

Load Package Now | CLEAR |

Enter Package Fﬂ% IC:\ngram Files'\Pcounter for HP\htmib\Group 4010 | Browse

Load Package Now I CLEAR |

When you see the status message that the package has been loaded successfully, click the Loader Home
link on the Package Loader status screen to return to the Install New Package screen.

You can follow the procedure described above to load the appropriate hp_laserjet_securityservices,
hp_laserjet_securityagent, and hp_laserjet_cgui packages for your MFP, in sequence.
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To download the appropriate Pcounter.jar control package to the MFP, directly, browse to the
appropriate folder for your MFP model under Program Files\Pcounter for HP\HTML

For example, to download the Pcounter.jar control package to the MFP for an HP CM3530, click the
Browse button on the Package Loader page and go to the Program Files\Pcounter for
HP\HTML\CM3530 folder, open the Pcounter.jar package and then click the Load Package Now button.

Install New Package

Enter Package URL: I
{(Example: http-//myhost-80/repository/myPackage jar)

Load Package Mow | CLEAR |

Enter Package Fil :bram Files\Pcounter for HPWhtmINCIM3530\pcounter jar | Browse... |

| Load Package Now I CLEAR |

Language Translation

The Pcounter for HP applications have been built to display properly in the following languages: English,
Spanish, French, Italian, German, Portuguese, Finnish, Dutch, Czech, Swedish, Danish, Polish, Norwegian,
Hungarian, and French Canadian.

It is possible to modify any of the text that is used. To do so, use Notepad to create:
C:\Windows\System32\pcounter\pchplLang.ini.
(use SysWOW64 instead of System32 on x64)

The English entries are shown below. Not all of the entries are required to be present in pckyolLang.ini —
only the entries that need to be changed can be present; otherwise the applications will use its internal
values. Make sure that the first line indicates the [Strings] section.

[Strings]

O=Logon failed.

1=Your user name or password is incorrect.
2=Your account balance is too low.
3=Click any button to continue.
4=Error %d

5=Access is denied.

6=Enter ID number:

7=Enter PIN number:

8=Enter username:

9=Enter password:

10=Welcome

11=Account Balance:
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12=Print

13=Delete

14=Refresh

15=Print All

16=Delete All

17=Exit

18=Save

19=Next

20=Description
21=Search

22=Cancel

23=Back

24=Close

25=Invalid data specified.
26=You don’t have enough credit to print.
27=Select all
28=Documents

29=Enter client code:
30=Enter subcode:
31=No documents found.
32=Please select activity
33=Print job release
34=Copy (Color)

35=Copy (Black and white)
36=Scan

37=Fax

Troubleshooting

Problem: Copy or Print jobs are appearing in Pcounter reports without being assigned to specific users
and debited from their accounts.

Solution: If you wish to track and debit specific users, choose an authentication type other than “Client
Code.”

Problem: When the HP comes online, the panel shows the “Select a Function” screen instead of the
initial “Welcome to Pcounter” screen.

Solution: Go to the Web Configuration page for the MFP. Log in as an administrator, click the Settings
tab and choose Authentication Manager. In the Authentication Manager settings, verify that Sign in at
Walk Up: is set to Pcounter Walk Up Login.

Problem: When the H P comes online, the “Select a Function”screen does not display the Client Code
picker.

Solution: Set the authentication method in Pcounter for HP to a type that requests Client Codes, then
reboot the MFP.
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To troubleshoot configuration of the embedded Pcounter control package:

1. Click the Back button in your browser (or Loader Home button if it is available), and try again;
make sure the IP address and port number are correct.

2. Make sure the Pcounter for HP gateway service is running.

3. Press the back button on your web browser and try the configuration again.
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